CHAPTER 1:
RAISING THE CASTLE WALLS

Install and Maintain Network Security Controls (Requirement 1)

Alright, it’s time to start fortifying those castle walls and moats to keep the hackers at bay.
Welcome to Requirement 1 of PCI DSS 4.0.1, Install and Maintain Network Security Controls.

In our ongoing effort to protect the kingdom, your organization’s network security controls (NSCs)
serve as the vigilant gatekeepers guarding the flow of information between various areas of your
digital fortress. Just as castle walls and gates control the movement of people between the inner
sanctum and the outside world, NSCs ensure that only trusted and authorized traffic can pass
through the network while threats and untrusted entities are kept at bay.

The Role of Network Security Controls

NSCs, which include firewalls and other security technologies, are enforcement points that manage
network traffic between different segments or zones based on predefined rules or policies. Think
of them as the sentinels standing watch at the gates, scrutinizing every individual entering (ingress)
or leaving (egress) a segment. These sentinels decide whether the traffic should be allowed to pass
or if it poses a threat that must be rejected.

Typically, NSCs are deployed between areas with different levels of security or trust. For example,
they might be placed between the castle’s outer walls, where the threat of attack is highest, and the
more secure inner areas, such as the treasury (your cardholder data environment or CDE).
However, in some cases, NSCs also control traffic to individual devices, regardless of the overall
trust level of the network they reside in. This ensures that even within the kingdom’s walls, no
pathway is left unguarded.

While policy enforcement often happens at Layer 3 of the OSI model (the network layer), NSCs
can also use data from higher layers to make more informed decisions about which traffic to permit
or block. Traditionally, physical firewalls played this role, but today’s NSCs come in various
forms, including virtual devices, cloud access controls, and software-defined networking

technologies, each offering a modern approach to defending the castle.

The Importance of NSCs in Protecting Your Kingdom



NSCs play a crucial role in controlling the movement of traffic within your networks, such as
between sensitive areas and less sensitive ones. One prime example of a highly sensitive area is
the CDE, where your most valuable asset—cardholder data—is stored. Just as a castle’s inner walls
are more fortified than its outer ones, your CDE requires the highest level of protection.

However, threats don’t always attack the main gate. Sometimes, seemingly minor pathways, such
as business-to-business communication channels or wireless networks, can become unprotected
routes into your most sensitive systems. NSCs serve as critical defenses in these cases, ensuring
that all potential points of entry are monitored and controlled.

Trusted vs. Untrusted Networks

In our analogy, an untrusted network is much like the wilderness beyond the castle walls—full of
unknown dangers and outside the control of the kingdom. Common examples of untrusted
networks include:

e The Internet

e Dedicated connections (like business-to-business channels)
e Wireless networks

e Carrier networks (such as cellular)

e Third-party networks

Even within the kingdom, some areas might be considered "out of scope" for PCI DSS and are,
therefore, untrusted. For instance, an internal network might be regarded as secure from an
infrastructure perspective, but if it hasn’t been assessed for PCI DSS compliance, it must be treated
as untrusted. Just as a seemingly safe courtyard could hide an unseen threat, unassessed networks

must be fortified with NSCs to ensure they do not become gateways for attackers.

The key sub-requirements covered in this chapter on Requirement 1 (Install and Maintain Network
Security Controls) include:

1.1 Processes and mechanisms for installing and maintaining network security controls are
defined and understood.

1.2 Network security controls (NSCs) are configured and maintained.
1.3 Network access to and from the cardholder data environment is restricted.

1.4 Network connections between trusted and untrusted networks are controlled.



1.5 Risks to the CDE from computing devices that can connect to both untrusted networks
and the CDE are mitigated.

This chapter is going to walk you through setting up your network defenses, managing firewalls
and routers, locking down access to sensitive card data, separating different parts of your network,
and dealing with devices that could be a security risk. Time to build those digital fortress walls!

If you thought your IT team had it easy before, think again! This chapter takes your network
security to the next level. Gone are the days of "set it and forget it." We're talking about constant
vigilance here, always staying one step ahead of those cyber attackers.

Establish and Manage Network Security Controls

Imagine your network as the first line of defense around your castle. These network security
controls (NSCs), like firewalls and other tech, are your castle’s gatekeepers. They decide who
gets in and who stays out.

Traditionally, we relied on physical firewalls for this job. You know, the big bulky machines
locked away in server rooms. But times have changed. Now, we’ve got virtual appliances, cloud-
based access controls, and software-defined networking taking the reins. Whatever setup
you’ve got, NSCs play a critical role in keeping your sensitive areas like the cardholder data
environment (CDE) safe from untrusted networks.

When we talk about "untrusted networks," we mean things like the Internet, connections to other
businesses, wireless networks, and even parts of your company network that aren't covered by PCI
DSS. Yeah, that's right - even if you trust your network, if it's not part of your PCI DSS scope, you
must treat it like it's potentially dangerous.

Think of your network like a medieval castle. The drawbridge is the first line of defense against
anyone trying to get in. Requirement 1 is all about making sure that the drawbridge is solid, works
smoothly, and only lets in the people you want inside.

Define and Understand Network Security Processes
Blueprint for the Drawbridge
Let’s kick things off with a simple rule: define and understand your network security processes.

I know it sounds basic, but trust me, this step is key. You need clear, well-documented procedures

for installing and maintaining your NSCs, and everyone on your team must be on the same page.



One of the most common pitfalls I’ve seen is when a company has all the right security tools in
place, but nobody knows how to use them properly. It’s like giving your castle guards a bunch of
catapults but not teaching them how to aim. Not the best strategy when you’re under attack, right?

So, step one: make sure everyone understands the processes for installing, configuring, and
maintaining your firewalls, routers, and other critical devices. And remember, this is a living

document that needs to be updated regularly as your network evolves and new threats emerge.
Summary of PCI DSS Requirements 1.1.1 and 1.1.2
1. Security Policies and Procedures:

- All security policies and operational procedures must be documented, kept up to date,
actively used, and communicated to all affected parties. This ensures that everyone

involved is aware of the security measures in place and their importance.
2. Roles and Responsibilities:

- Clearly define and document the roles and responsibilities for activities related to security
policies. These roles must be assigned and understood by all relevant personnel to ensure

accountability and effective implementation of security measures.

Sub-requirement 1.1 highlights the critical importance of documentation and communication in

maintaining a secure environment as outlined in the PCI DSS requirements.

Configure and Maintain Network Security Controls
Building the Drawbridge

Okay, now it's time to build that drawbridge! This part is all about putting into action those security
controls you planned out in 1.1. Think of it like putting together the drawbridge, installing the
winch, and making sure everything works smoothly. We're talking about managing configurations,
controlling changes, and keeping good records to keep your network safe.

Now that your processes are solid, it’s time to configure and maintain those NSCs. This is where
things get real. It’s not enough to simply install a firewall and call it a day. You’ve got to actively

manage it, keeping configurations up to date and reviewing them regularly.



Think of your firewalls and routers like the walls of your castle. You wouldn’t just build them
once and then never check for cracks, right? The same goes for your NSCs. You need to review
and update their configurations to make sure they’re keeping up with the latest threats.

And don’t just trust that they’re doing their job—test them. Set up logging, monitor traffic, and
ensure your firewalls are enforcing the rules you’ve set. It’s like having guards patrolling the walls,
making sure no one sneaks in.

Summary of PCI DSS Requirements 1.2.1 to 1.2.8
1. Configuration Standards for NSC Rulesets (1.2.1):

- Configuration standards for Network Security Controls (NSCs) must be defined,
implemented, and maintained to ensure effective security measures are in place.

2. Change Management (1.2.2):

- All changes to network connections and NSC configurations must be approved and
managed according to a formal change control process, as outlined in Requirement
6.5.1.

3. Network Diagram Maintenance (1.2.3):

- An accurate network diagram must be maintained, showing all connections between
the Cardholder Data Environment (CDE) and other networks, including wireless
networks.

4. Data Flow Diagram Maintenance (1.2.4):

- An accurate data-flow diagram must be maintained, illustrating all account data

flows across systems and networks and updated as necessary when changes occur.
5. Identification of Services and Protocols (1.2.5):

- All allowed services, protocols, and ports must be identified and approved and have
a defined business need to ensure they are necessary for operations.

6. Security Features for Insecure Services (1.2.6):



- Security features must be defined and implemented for all services, protocols, and
ports deemed insecure to mitigate associated risks.

7. Configuration Review (1.2.7):

- NSC configurations must be reviewed at least every six months to confirm their
relevance and effectiveness in maintaining security.

8. Configuration File Security (1.2.8):

- Configuration files for NSCs must be secured from unauthorized access and kept
consistent with active network configurations to prevent vulnerabilities.

Restrict Network Access to and from CDE

Protecting the Royal Treasury

The cardholder data environment (CDE) is the heart of your castle—the treasure room where
all that sensitive payment card info is stored. And believe me, there are plenty of cybercriminals
who would love to get their hands on it.

Once you've got all those network security controls humming along nicely, you've got to focus on
controlling who can get in and out of the cardholder data environment (CDE). This is where the
real fortress-building comes into play.

See, the CDE is the crown jewel of your castle - it's where all that precious cardholder data lives.
And let me tell you, those cybercriminal raiders would love nothing more than to break in and
make off with your payment card info. That's why PCI DSS 4.0.1 is so dead set on keeping a tight
lid on who can access the CDE and from where.

Your job? Make sure that access to and from the CDE is locked down tighter than Fort Knox. This
means implementing firewalls, access control lists, network segmentation, and anything and
everything to limit access to that sacred space. It’s like building layers of defense around your
treasure room, each one stronger than the last.

Summary of PCI DSS Requirements 1.3.1 to 1.3.3

1. Inbound Traffic Restrictions (1.3.1):



- Inbound traffic to the Cardholder Data Environment (CDE) must be restricted to only
necessary traffic, with all other traffic specifically denied. This ensures that only

authorized communications can enter the CDE, reducing the risk of unauthorized access.
2. Outbound Traffic Restrictions (1.3.2):

- Outbound traffic from the CDE is similarly restricted to only necessary traffic, with all
other traffic specifically denied. This measure prevents compromised systems within the
CDE from communicating with untrusted external hosts, thereby enhancing security.

3. Network Security Controls for Wireless Networks (1.3.3):

- Network Security Controls (NSCs) must be installed between all wireless networks and the
CDE. This includes:
o Denying all wireless traffic from wireless networks into the CDE by default.
o Allowing only wireless traffic that has an authorized business purpose to enter the
CDE.

Control Connections Between Trusted and Untrusted Networks

Managing the Gates

Now, this is where things can get tricky. Bad actors are always looking for a way in, and they love
nothing more than exploiting the connections between your trusted and untrusted networks.
Think DMZs, VPNs, remote access points, anywhere an external network can connect to your

internal systems.

To keep the baddies out, you need to be strategic about these connections. You don’t want to leave
the drawbridge down for just anyone. This is where network segmentation comes into play. By
carefully controlling and monitoring these connections, you can keep the untrusted networks at
bay while still allowing access to the people who need it.

Summary of PCI DSS Requirements 1.4.1 to 1.4.5
1. Network Security Controls (1.4.1):

- Network Security Controls (NSCs) must be implemented between trusted and untrusted
networks to create a secure boundary.

2. Inbound Traffic Restrictions (1.4.2):



- Inbound traffic from untrusted networks to trusted networks is restricted to:

- Communications with system components that are authorized to provide publicly accessible
services, protocols, and ports.

- Stateful responses to communications initiated by trusted network components.

- All other traffic is denied, enhancing security by limiting exposure to potential threats.

3. Anti-Spoofing Measures (1.4.3):

- Implement anti-spoofing measures to detect and block forged source IP addresses from

entering the trusted network, preventing unauthorized access.
4. Access Control for Cardholder Data (1.4.4):

- System components that store cardholder data must not be directly accessible from

untrusted networks, ensuring sensitive information is protected from external threats.
5. Disclosure of Internal Information (1.4.5):

- The disclosure of internal IP addresses and routing information must be limited to only
authorized parties, reducing the risk of information leakage that could be exploited by

malicious actors.

This sub-requirement emphasizes the importance of implementing robust security measures to
control traffic between trusted and untrusted networks, protect sensitive data, and limit access to

internal network information.

Mitigate Risks from Dual-Homed Devices

Defending Against Trojan Horses

Finally, let’s talk about those sneaky dual-homed devices, systems that are connected to both your
internal network and the big, bad Internet. This is the digital equivalent of having a guard who’s
working for both you and the enemy. Not ideal, right?

Luckily, PCI DSS 4.0.1 has some specific requirements for dealing with these potential weak
spots. First, you need to identify any dual-homed devices in your environment. Then, put controls
in place to mitigate the risks. This could mean strict access restrictions, network segmentation, or
even air-gapping those systems entirely. Whatever it takes to make sure these devices don’t turn

into Trojan horses.



Summary of PCI DSS Requirement 1.5.1
1. Implementation of Security Controls:

- Security controls must be implemented on all computing devices, including both company-
owned and employee-owned devices, that connect to untrusted networks (such as the
Internet) and the Cardholder Data Environment (CDE).

2. Configuration Settings:

- Specific configuration settings must be defined to prevent threats from being introduced
into the entity’s network. This ensures that devices are configured in a way that minimizes

security risks.
3. Active Security Controls:

- Security controls must be actively running on these devices to provide ongoing protection
against potential threats.

4. User Restrictions on Security Controls:

- Security controls should not be alterable by users of the computing devices unless such
alterations are specifically documented and authorized by management on a case-by-case
basis for a limited period. This measure helps maintain the integrity of security settings and

prevents unauthorized changes.

This sub-requirement emphasizes the necessity of robust security measures for devices connecting
to both untrusted networks and the CDE, highlighting the importance of configuration, active

controls, and management oversight to protect sensitive data.

Summary

That’s a lot to digest, but trust me, it’s worth it. Building a secure network is like building a
fortress—every piece must be in place, and you’ve got to stay vigilant. In the next chapter, we’ll
dive into Requirement 2: Applying Secure Configurations to All Your System Components.
So, get ready to tighten those bolts and secure every entry point because we’re just getting
started!



